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Patrick H. Haggerty
direct dial: 513.929.3412
phaggerty@bakerlaw.com

FOIA CONFIDENTIAL TREATMENT REQUESTED
VIA E-MAIL (MARISA.SMITH@HHS.GOYV)

Marisa M. Smith, PhD

Regional Manager

U.S. Department of Health and Human Services
Office for Civil Rights

1301 Young Street, Suite 106

Dallas, TX 75202

Re:  Texas Children’s Hospital
OCR Transaction Number: 23-529752

Dear Dr. Smith:

As you know, Texas Children’s Hospital (“TCH”) has engaged our law firm to assist in the
investigation regarding the U.S. Department of Health and Human Services (“HHS”), Office for
Civil Rights (“OCR”) second request for information, dated August 8, 2023 (“Request”), pursuant
to the Federal Standards for Privacy of Individually Identifiable Health Information and/or the
Security Standards for the Protection of Electronic Health Information (45 C.F.R. Parts 160 and
164, Subparts A, C, and E, the Privacy and Security Rules), and the Breach Notification Rule
Subpart D — Notification in Case of Breach of Unsecured Protected Health Information (45 C.F.R.
§§ 164.400-164.414).!

Certain information being provided in response to OCR’s Request constitutes proprietary
and confidential information that is exempt from a Freedom of Information Act request, and TCH
respectfully requests that OCR take all available steps to prevent this information from being
produced to third parties and asserts all available protections regarding this information so that it
will not be released without TCH’s express written authorization. Further, as you know, the FBI
and HHS OIG have ongoing investigations into the Physician’s potential criminal activity. Thus,
the disclosure of information in this response and documents produced with it to the public could
disrupt an ongoing federal law enforcement investigation and, to the extent the Physician was not

! Our response and exhibit numbers correspond with the number set forth in the Request.
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involved, irreparably damage his reputation. For this additional reason, TCH requests and expects
HHS OCR not to disclose this response and documents produced with it in response to any
requests. TCH is available to discuss any questions you may have with respect to the request for
confidentiality.

On behalf of TCH, BakerHostetler is producing documents responsive to the OCR’s Data
Request in electronic format. The total page count for this document production is 258 pages (Bates
numbers TCH001331-TCHO001588).

As detailed in our prior response and this response, TCH has a culture of compliance and
transparency regarding information security. This is reflected in the numerous policies and
procedures and controls in place. It should not be lost on HHS OCR that the evidence indicates
that a Physician, who has an ethical duty to protect patients, used his legitimate access to protected
health information (PHI) to acquire and disclose certain PHI to a conservative activist who
subsequently published an online article that included redacted schedules. No set of controls will
prevent such malicious and intentional acts.

Requests

1. Does Texas Children's "Managing User Access to Texas Children's Information
System'' policy control the process whereby medical students, interns, residents, and
non-employee physicians are granted approval to access Texas Children's electronic
protected health information (ePHI), including its electronic medical record (EMR)?
If not, please explain and provide the applicable policies and procedures.

Response: Yes, the Managing User Access to Texas Children’s Information System
Policy and Standard applies to medical students, interns, residents, and non-employee
physicians.

2. Please provide a detailed description of how the '"Managing User Access to Texas
Children's Information System" (or equivalent policy) for medical students, interns,
residents, and non-employee physicians is implemented.

Response: This is detailed in the standard that was previously produced as Exhibit 8.02.
Exhibit 2.01 details access management for the Epic application, TCH’s EMR. The Epic
Provisioning Procedure, which was previously produced as Exhibit 8.07, details activating,
deactivating, and reactivating accounts including those for medical students, interns,
residents and non-employee physicians. Exhibit 2.02 details the creation of Epic security
templates. TCH’s Data Access and Use Procedure is produced as Exhibit 2.03.

All non-employees requiring access to Texas Children’s information or information assets
must have a Texas Children’s manager based on Texas Children’s Level of Authority who
is responsible for ensuring that the access rights and privileges to be granted are based upon
the minimum amount of information needed to complete tasks or job responsibilities.

4894-8673-2409.3
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Upon approval by the manager or above, non-TCH employees such as medical students,
interns, residents, and non-employee physicians are assigned a unique Active Directory
user account before allowing them to access system components. Standard user access
includes User ID, Exchange User Mailbox, personal drive and a default share drive
associated with the user’s cost center.

For Epic, requests for new access or modification to existing access is submitted through a
centralized IT ticketing system, ServiceNow. A copy of the form was previously produced
as Exhibit 8.05. The access request is approved by a manager or above. If approved, a
ServiceNow ticket is generated and routed to the TCH Information Security Epic Security
queue for processing. A copy of a ServiceNow ticket was previously produced as Exhibit
8.06. The Identity Access Management (IAM) analyst logs into Epic and provisions access
following the steps in the Epic Provisioning Procedure which was previously produced as
Exhibit 8.07. The ServiceNow ticket is then updated, the requestor is notified that access
has been granted and the ticket is closed.

Please provide a copy of Texas Children's '"Remote User Access Policy'" or the
equivalent policy, for medical students, interns, residents, and non-employee
physicians. If not addressed in the Remote User Access Policy, please provide an
explanation and documentation of the process by which students, interns, residents,
and non-emplovee physicians are provided with remote access to Texas Children's
information systems containing ePHI.

Response: A copy of TCH’s Remote User Access policy is attached as Exhibit 3.01 which
applies to the entire workforce, including medical students, interns, residents, and non-
employee physicians.

Are any restrictions applied to medical students, interns, residents, and non-employee
physicians who are approved to access Texas Children's ePHI, including its EMR?
Please explain and provide any supporting documentation, including documentation
pertaining to role-based access, least privilege, and any technical safeguards, if not
provided previously.

Response:

Yes, restrictions are applied to medical students, interns, residents, and non-employee
physicians who are approved to access TCH’s ePHI, including Epic. For Epic, medical
students, interns, residents, and non-employee physicians are assigned a specific template
based on their role and least privileges. A copy of the resident template — LINK,
RESIDENT INT DL, is attached as Exhibit 4.01. Epic contains restrictions such as
requiring a user to re-authenticate to re-activate a terminal or session that has been idle for
more than 15 minutes.

4894-8673-2409.3
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Active Directory accounts that have been inactive for 90 days are disabled by automated
provisioning software. Active Directory accounts are automatically deleted after 120 days
from the account being disabled.

Multi-factor authentication is in place for remote access.

5. The HHS Office of Inspector General ("OIG') has identified an individual
(""Physician') who accessed ePHI maintained by Texas Children's and potentially
disclosed that information to City Journal.

a) Please _describe the relationship Physician had to Texas Children's,
including when the relationship began, what services were provided, whether
those services changed over time, etc.

Response:

The Physician was a resident with Baylor College of Medicine (“BCM”) from June 24,
2018 until June 23, 2023. General pediatric surgery residents are assigned general pediatric
surgery responsibilities. They are responsible for the pre-, intra-, and postoperative care of
pediatric general surgery patients. The care ranges from emergency room to the operating
room to the ICU. They cover all of the patients of the pediatric general surgery faculty.

The Physician rotated at TCH as follows:

Pediatric General Surgery

June 2019

August 2019

April 2020

August 10, 2020 through September 19, 2020
December 10, 2020 through January 18, 2021

Transplant Surgery

e August 2018
e April 10, 2021 through May 20, 2021
e October 8, 2021 through November 23, 2021

Coverage at Pavilion for Women?

2 Residents assigned to any of the Baylor St. Luke’s Medical Center (BSLMC) general surgery rotations may also
treat patients at TCH’s Pavilion for Women as the BCM BSLMC general surgery faculty also provide coverage at
TCH’s Pavilion for Women.

4894-8673-2409.3
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e December 2018

e January 2019

e May 2019

e June 24, 2020 through August 9, 2020
October 30, 2020 through December 9, 2020
January 19, 2021 through February 28, 2021
June 24, 2022 through August 4, 2022
December 27, 2022 through January 31, 2023
April 12, 2023 through June 23, 2023

b) Please  provide documentation _of  Physician's  request(s),
authorization(s), and approval(s) to obtain access (and remote access) to Texas
Children's EMR.

Response:

The Physician’s Active Directory account was created on April 11, 2018 with a start date
of June 19, 2018. See Exhibit 5.01.> Access was appropriately approved by TCH’s
Practice Administrator for Pediatric Surgery at the time. The Physician’s Active Directory
account was automatically disabled on March 19, 2022 because it expired. The Active
Directory account was deleted on July 17, 2022, 120 days after the account became
disabled. Epic access is tied to Active Directory and, therefore, when the Active Directory
account is disabled so is access to Epic.

The Physician’s Epic account was created on April 15, 2018 and listed as inactive pending
training. See Exhibit 5.02. Following training, the Physician’s Epic account was updated
from inactive to active on June 19, 2018. See Exhibit 5.03. The Physician was assigned
resident Epic template. See Exhibit 5.04. As an additional control, TCH audits Epic access
annually. As part of TCH’s annual attestation process, on October 26, 2020, the
Physician’s Epic access was deactivated because the attester did not attest to the Physician
requiring access. See Exhibit 5.05.

On September 30, 2022, the Physician contacted TCH’s Project Analyst for the Department
of Pediatric Surgery requesting reactivation of his access because he had more rotations
where he would see TCH patients. See Exhibit 5.06. Given that the Physician’s Active
Directory account had been deleted, TCH’s Project Analyst put in a request to create a new
Active Directory account. See Exhibit 5.07. This was approved by TCH’s Practice
Administrator for Pediatric Surgery who would be responsible for approving pediatric
resident access requests. See Exhibit 5.08. The Physician’s Epic ID was updated to
comport with the new Active Directory account on September 30, 2022. See Exhibit 5.09.

3 The exhibits in response to this request have been redacted and PHYSICIAN has been added where the Physician’s
full or partial name or appears.
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TCH’s Project Analyst also put in a request for remote access for the Physician. See
Exhibit 5.10. This was approved by TCH’s Practice Administrator for Pediatric Surgery.
See Exhibit 5.11.

On October 26, 2022, TCH’s Project Analyst provided the IAM team with a list of medical
students, residents, and fellows who had been approved by their management for Epic
access. See Exhibit 5.12. The Physician had approved access. The Project Analysist
again provided a list of Epic approved medical students, residents, and fellows on March
21, April 13, and May 3, 2023. See Exhibits 5.13 — 5.15, respectively. The Physician had
approved access.

The Physician’s Active Directory account was disabled by automated software due to
inactivity on January 11, 2023. See Exhibit 5.16. On January 16, 2023, the Physician
reached out to the help desk for assistance and was told to contact his manager. See Exhibit
5.17. The Physician reached out to TCH’s Project Analyst on January 19, 2023 to re-
enable his account. See Exhibit 5.18. Given the Physician’s approved access, the
Physician’s Active Directory account was re-enabled, but the Physician must login the
same day the account is re-enabled, or the account is disabled. The Physician did not login
the day the Active Directory account was re-enabled, and the account disabled. See Exhibit
5.19.

On or about April 14, 2023, the Physician reached out to TCH’s Project Analyst to have
his account re-enabled. See Exhibit 5.20. Given the Physician’s approved access, the
account was re-enabled on April 14, but the Physician did not log in that day and the
account was disabled. See Exhibit 5.21. The Physician’s Active Directory account was
re-enabled on April 20, 2023, but the Physician did not log in that day and the account was
disabled. The Physician’s Active Directory account was re-enabled on April 21, 2023 and
the Physician logged into the account that day. See id.

¢) Who authorized Physician's access in_and, if different, who was the
Physician's sponsor?

Response:

TCH’s Practice Administrator for Pediatric Surgery, who was the Physician’s manager,
authorized the Physician’s access.

d) Who approved Physician's access?

Response:

TCH’s Practice Administrator for Pediatric Surgery, who was the Physician’s manager,
approved the Physician’s access.

4894-8673-2409.3
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e) Were any connection time controls, as referenced in the user access
policy cited above, applied to Physician's access?
Response:

Yes. Please see response to 5(a) above which details the time controls that operated as
intended and in accordance with policy.

f) Please identify the Data Managers and/or the Data Custodians of the
information that was impermissibly disclosed by Physician. To what extent
were the Data Manager and/or the Data Custodians aware of Physician's
access to such data in 2023?

Response:

The information that was impermissibly disclosed came from Epic. Access to Epic is
governed through templates which are designed based on job role and least privileges.
TCH has an Epic Security Cross Functional Work Group that is responsible for approving
new Epic templates and modifying existing templates. The group’s charter is produced at
Exhibit 5.22. Any changes to existing templates is tracked. This Group ensures that access
based on the template is necessary, appropriate, and based on least privileges. Further,
TCH has an annual attestation process where the manager must attest that the workforce
member requires access to Epic and the template is appropriate based on role.

g) Was Physician's access to Texas Children's EMR in 2023 detected and
flagged by Texas Children's security information and event management
protocols prior to publication of Texas Children's PHI? If yes, please describe
and provide documentation. If not, please explain.

Response:

The Physician had approved and authorized access to TCH’s EMR. Accordingly, TCH’s
security information and event management protocols would not have detected and flagged
the Physician’s access.

h) If Texas Children's policies and procedures were not followed when
Physician was granted (or retained) access to Texas Children's ePHI, please
explain and provide documentation of any corrective actions taken.

Response:

TCH’s policies and procedures were followed.

Should you have any questions, please do not hesitate to contact me.

4894-8673-2409.3
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Sincerely,

W i > ~

7
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Patrick H. Haggerty
Partner

Enclosures

Filed on 10/18/24 in TXSD

Page 9 of 9

cc: Melissa Murrah, Vice President & Privacy Officer, Texas Children’s Hospital

Tessy Carpenter, Director, Compliance and Privacy Office, Texas Children’s

Hospital
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FEDERAL BUREAU OF INVESTIGATION

Date of entry 04/09/2024

On April 8, 2024, LINDA JANE MAYFIELD, Project Analyst, Texas Children's
Hospital (TCH) Department of Surgery, was interviewed by SA Paul Nixon and
AUSA Tina Ansari. Attorneys Greg Saiken, Lisa Houssiere, and David Stockel
were present during the interview. After being advised of the interviewing
Agent and the nature of the interview, MAYFIELD provided the following
information:

MAYFIELD has had time to review her emails and records related to EITHAN
HATIM since her interview on February 12, 2024.

MAYFIELD has completed two years of college. MAYFIELD has worked at TCH
as a Project Analyst since 2011. As part of her job duties, MAYFIELD
coordinates the on-boarding process for medical students, residents,
fellows, physician's assistants, and nurse practitioners. These individuals
get computer and badge access to TCH as part of their on-boarding process.
MAYFIELD submits individual requests for each of the above to obtain access
to TCH's campus and computer systems.

MAYFIELD does not credential or provide approvals for access. The
graduate medical education entity for the student provides the credentials
and verifications. For on-boarding access, new residents receive all of the
following: computer access, access to the Epic system, Vericis, CardioIMS,
remote access, and email access. A single person would have computer
access, network access, and surgical and medical records access set up for
them by MAYFIELD and all individually approved by their general surgery
supervisor.

MAYFIELD met HAIM one time during his on-boarding process. MAYFIELD
remembered him because she thought he was creepy and was awkward in public
interactions. MAYFIELD would recognize HAIM if she saw him. Based on her
review of records, MAYFIELD started the process of on-boarding HAIM in
March, 2018, prior to his arriving at BAYLOR as a new resident.

BAYLOR residents typically require access to TCH during the first three
or four years depending on BAYLOR assigns them to rotations. The badges and
computer access expire when there is a significant lapse in their use.

Investigationon 04/08/2024 5 Houston, Texas, United States (In Person)

File# 209E-HO-3772250 Date drafted 04/08/2024

by Paul Nixon

This document contains neither recommendations nor conclusions of the FBI It is the property of the FBI and is loaned to your agency; it and its contents are not
to be distributed outside your agency.
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MAYFIELD indicated that time expiration time might be as long as a year.
MAYFIELD later stated that any account not used for 120 days is permanently
deactivated and new login ids must be requested to reactive the associated
access.

HAIM was a general surgery resident. MAYFIELD does not know the schedule
for individual surgery resident rotations at TCH, but they are typically
during years one, two, and three. MAYFIELD indicated that fifth year
residents are mostly at BEN TAUB or ST. LUKES, but they may still see
patients at the TCH Women's Pavilion.

A series of emails were reviewed with MAYFIELD. MAYFIELD maintains her
own backup of email records associated with residents for whom she
coordinates TCH access. MAYFIELD produced some of her records and these
items are being maintained in the files of the FBI in the attached 1A
envelope.

In September, 2022, HAIM requested that MAYFIELD reinstate his access to
TCH's systems. MAYFIELD often gets email requests for reactivation so the
request was nothing unusual. To verify authorization to have access,
MAYFIELD reviews the requestor's information against a spreadsheet and other
records she maintains showing the individual's dates of residency and
confirms if they are still at BAYLOR.

October 4, 2022, an HAIM sent an email request for remote access.
apparently the account had not been registered for remote access, and HAIM
needed to register with the IT department to obtain remote access. October
6, 2022, HAIM was again made aware that remote access was available, but
HAIM needed to register with the IT service desk.

January, 20, 2022, HAIM again requested access to the TCH systems as if
he had not previously asked before. HAIM mentions a need to provide care to
adult patients but makes no mention of pediatrics. HAIM is at ST. LUKES,
and MAYFIELD does not know what specific job duties might require him to
have access, but MAYFIELD is aware that HAIM is allowed to have access as a
resident.

HAIM contacted MAYFIELD additional times by email and has his user id and
password provided. These emails were reviewed with her. MAYFIELD confided
that she was becoming annoyed with HAIM by the time his access was
successfully reactivated. MAYFIELD sometimes receives multiple reactivation
requests, but HAIM's requests were frequent and not followed through with
when she reactivated his accounts. MAYFIELD noted that it is unusual to
have multiple reactivation requests spanning months like HAIM's.

USA0026902



FD-302a (Rev. 5-5-16y25€ 4:24-cr-00298  Document 85-1  Filed on 10/18/24in TXSD ~ Page 4 of 4

209E-HO-3772250
Continuation of FD-302 of (U) Linda Mayfield ,On 04/08/2024 , Page 3 of 3

April 14, 2023, MAYFIELD advises HAIM that his access has to be used
within a day or it will be deactivated. MAYFIELD initiated this email
because HAIM had come to her office to see her in person regarding his
access. MAYFIELD noted that her office has snacks and drinks for residents,
but HAIM had no history of coming to her office for refreshments. HAIM came
directly to her desk to discuss his access and departed afterwards.

Although MAYFIELD described her third floor office as easy to find, she
indicated the trip from ST. LUKES would take five or six minutes of walking
and would not be easy for someone unfamiliar with TCH's building to find.

During their conversation, HAIM informed MAYFIELD his access had expired
and he needed it reactivated in order to see patients. MAYFIELD had no way
to know for certain if HAIM needed to see patients, and she re-activated his
access based upon his status as a resident at BAYLOR. Prior to this
interaction, MAYFIELD had only seen HAIM one time during his on-boarding.

Additional emails between HAIM and MAYFIELD related to HAIMS request for
computer access were reviewed with MAYFIELD.

First year residents rotate through each institution in the residency
program including TCH, the VA, BEN TAUB, etc. on shorter rotations.

USA0026903



Case 4:24-cr-00298 Document 85-2  Filed on 10/18/24 in TXSD Page 1 of 3

EXHIBIT C



Case 4:24-cr-00298 Document 85-2  Filed on 10/18/24 in TXSD  Page 2 of 3

-1 of 2- h OrriciaL ReCORD |
FD-302 (Rev. 5-8-10) e

FEDERAL BUREAU OF INVESTIGATION

Date of entry 04/09/2024

On April 8, 2024, Dr. LARRY HOLLIER, was interviewed at Texas Children's
Hospital (TCH) by SA Paul Nixon and AUSA Tina Ansari. Attorneys Greg
Saiken, Lisa Houssiere, and David Stockel were present during the
interview. After being advised of the interviewing Agent and the nature of
the interview, HOLLIER provided the following information:

HOLLIER has Surgeon in Chief at TCH since 2018 and has been employed at
TCH for 26 years. HOLLIER is a member of the BAYLOR faculty.

TCH hosts residents for rotations from BAYLOR, METHODIST, and a few other
select institutions in the medical center. Residents rotate through
pediatric speciality rotations at TCH as appropriate to their relevant
specialities.

HOLLIER has never met EITHAN HAIM, but HOLLIER has learned of HAIM
through an investigation at TCH.

HOLLIER discussed HIPAA protected access to medical records at TCH.
BAYLOR would have been responsible for most of HAIM's HIPAA training and
admonishments. The process of gaining access at TCH would have been
primarily administrative and therefore would have only included perfunctory
HIPAA training. HOLLIER is not familiar with the HIPAA paperwork for TCH,
but he is aware that there is some. HOLLIER is familiar with the BAYLOR
HIPAA training and knows that they require HIPAA compliance training and
periodic recertifications. Additionally, HOLLIER advised that the medical
profession has a culture of HIPAA compliance related to patient medical
records.

HOLLIER advised that a medical residency takes between five and six years
to complete. Rotations at TCH are typically for one to four months at a
time. A resident's authority to have access is persistent throughout their
residency, but any such access must be compliant with HIPAA privacy.
Medical professionals are only allowed to access patient records for
patients under their care or that they were directly involved in treating.

As a resident, HAIM had authority to request access for the purpose of

Investigationon 04/08/2024 5 Houston, Texas, United States (In Person)

File# 209E-HO-3772250 Date drafted 04/08/2024

by Paul Nixon

This document contains neither recommendations nor conclusions of the FBI It is the property of the FBI and is loaned to your agency; it and its contents are not
to be distributed outside your agency.
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treating patients if he had job duties at TCH. HAIM had no job duties
related to minors at the time he accessed the HIPAA protected minor patient
information contained in the files and surgical schedules. Based on HAIM's
on call duties, HAIM had no documented reason to access the TCH system as he
was on a stand-by duty list to see adults, and there was no record
reflecting that he had seen any adult patients over the weekend when
accessed the TCH system. HAIM lacked any justifiable reason to access the
medical information of minors as he was not assigned to care for minors in
any way. HOLLIER can not think of any rational reason why HAIM would have
needed access to the medical records he accessed.

If HAIM had seen an adult patient at TCH, there should have been a record
of the services provided to that patient in the form of an entry in the
patient's medical file. HAIM did not have authority to review or access any
pediatric patient files. Doctors are only allowed to view patient medical
records for patients for whom they are directly involved in providing care.

HOLLIER provided that he is not allowed to access the patient files for
his minor children using the TCH system. For these files, he would be
required to use the same medical records request as any other parent.

HOLLIER detailed the process of reporting concerns about patient care
through the appropriate channels. A resident should report their concerns
to the senior resident. The next reporting tier would be the the Chief of
Pediatric surgery, and HOLLIER would be the final tier that a report or
concern could be directed to. HOLLIER did not receive any such complaint or
concern about patient care from HAIM, nor is he ware of any record of such
complaints or concerns from HAIM. HOLLIER added that a BAYLOR resident
could report to the Chairman of Surgery at BAYLOR.

HOLLIER identified Child Protective Services as the reporting agency for
child abuse in Texas.

HOLLIER advised that fifth year residents do not have rotations at TCH
for providing care to minors. Residents at BAYLOR-ST.LUKES have some backup
duties. HOLLIER was unable to recall an incident during his tenure at TCH
where a resident was called to provide backup care services to an adult
patient at TCH.

HOLLIER was aware that TCH identifications and logins expire when not
used for an extended period.
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